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It’s an uncomfortable truth that cybercrime is becoming more of a
“when” than an “if” scenario — especially with Al getting in on the
act and working furiously around the clock to exploit systems.
What’s perhaps even more concerning are the hidden dangers that
are happening, essentially legally.

This issue of Modern Lawyer looks at data protection in the legal
profession from a range of different angles, reaching a common
conclusion - that law firms can no longer treat cyber security and

Al governance as optional, and that the greatest threats are perhaps
less obvious than we imagine.

On pl1, Dr Ilia Kolochenko argues that the greatest emerging threat comes from the growing
ecosystem of Al tools that lawyers use every day. He warns that confidential client information
may be inadvertently shared with Al vendors through default settings, cloud-based services,
mobile devices and connected technologies. He makes the argument that firms must actively
manage data flows, minimize unnecessary data storage, review privacy settings and adopt
robust governance measures if they are to protect client confidentiality in the Al era.

On p57, Jelena Schidzig takes a more conceptual and provocative approach, arguing that the
legal profession is focusing on the wrong risk. While AI vendors often reassure users that they do
not train models on uploaded documents, she contends that the real value lies in the metadata
surrounding legal work — patterns of activity, workflows and the development of legal reasoning.
Existing confidentiality rules, contracts and compliance frameworks are primarily designed to
protect documents and their contents, not the behavioral and structural information that Al
systems can learn from. Jelena argues that protecting client interests in the future will require a
new approach centered on governance of legal data infrastructure rather than simply controlling
access to documents.

Finally, on p35, Matt Reed focuses on the practical realities of cyber security risk management
for law firms, particularly small and medium-sized practices with limited budgets and expertise.
He argues that because law firms hold highly sensitive personal and commercial information,
leadership teams must take responsibility for understanding and managing cyber risk. Firms
need to identify their biggest vulnerabilities, test their resilience to incidents such as ransomware
attacks, scrutinize suppliers, adopt recognized security standards and develop a culture of ongoing
risk reduction. His message is that proactive investment in cyber security is now a fundamental
business requirement and far less costly than responding to a major breach.

Cyber security clearly remains a major concern — and perhaps not always in the way we might
expect.
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Protection of client data in the era of Al

awyers and law firms of all sizes have been
Ltargeted by both cyber mercenaries and nation-
state hackers for over a decade.! The former are
mainly motivated by greed and purposely look for
easy targets — more than a few law firms are
understandably inclined to silently pay a ransom to
get their stolen data back and to avoid devastating
publicity. The latter are instead going after the
confidential data of wealthy or influential clients,
whose personal and professional secrets may be a
matter of national security, or even reveal
information that could weaken global dominance in
a specific industry.

With the proliferation of AI-powered tools,
solutions, and online services in our daily lives, the
cybersecurity threat landscape is evolving rapidly,
creating unprecedented risks and challenges for the
legal industry. Among the less obvious cybersecurity
trends, propelled by Al is the fact that the cyber risk
created by nefarious cybercriminals is progressively
overshadowed by the risk emanating from legitimate
Al vendors, ranging from AI powerhouses to tiny Al
start-ups.

Some Al vendors receive privileged and highly
confidential client data directly from negligent law
/ firms, many of which are motivated to share their
crown jewels without due precaution by the fear of
missing out on the now-fading Al hype.? Other Al
enterprises invent creative and often dubious tactics to
stealthily obtain valuable data from unwitting lawyers
and law firms, which Al vendors so desperately need to
train their data-hungry models. This article briefly
discusses the new classes of cyber risks to be
considered and mitigated by lawyers and other legal

professionals, including ADR professionals.?

The first and the most prominent risk does
not stem from the use of Al-powered legal-tech
tools specifically designed for legal practice, but

rather from traditional and ancillary
software used by lawyers on a daily basis. In
2026, it would be an arduous task to find a
single online conferencing solution, email,
or other office tool, or client relationship
management software that has not yet
released a set of Al-enabled features and
capabilities, trying to impress each other
with pompous press releases.
The trick is that many such tools enable

With the proliferation of
Al-powered tools, solutions,

and online services in our daily
lives, the cybersecurity threat
landscape is evolving rapidly,
creating unprecedented risks and

challenges for the legal industry.

data-sharing for Al training purposes by default, be
it legal or otherwise in many jurisdictions. It means
that all you say or all you type may be quietly sent to
external software companies under the convenient
pretext of continuous improvement of solutions or
under the guise of better user experience. Disabling
such default configuration may be time-consuming
and counterintuitive.

Regrettably, the use of so-called Dark Patterns,
aimed at subconsciously manipulating and
preventing users from disabling data sharing, has
become a prevalent practice in the modern IT
industry. Therefore, it is good practice to check the
security and privacy settings of your Microsoft,
Adobe, or Zoom products - to name just a few — to
verify what is being shared and for what purposes.
The same applies to all kind of online platforms and
apps that lawyers use for both personal and
professional needs. For instance, reviewing the
privacy settings of your LinkedIn or WhatsApp
accounts is a sound way to begin compiling the
inventory of messages, posts, conversations, and
other fruit of your intellectual labor and daily work
that might end up being used for Al training purposes
unbeknownst to you. This is not to mention the
worst-case scenarios of data leakage discussed below.

The second risk stems from the wide range of both
freely and commercially available AI chatbots and
similar online services promising some sort of
magic. Although corporate subscriptions from the
giants of the Al industry tend to provide decent data
protection on paper, it may be technically
impossible to comply with these terms of service or
even with a custom and hard-negotiated data
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Lawyers who undertake
confidential calls with a client,
judge, or prosecutor commonly
forget that everything they say
may be automatically recorded
by their smart home devices and

then sent to a foreign cloud.

protection agreement. For instance, with the surge
of cyber-attacks against Al chatbots, all Al vendors
protect their large language models (LLM) via
multilayered cyber-defense.

In practice, this means that all the queries,
documents, or scans sent to a cloud-based Al
chatbot will go through a list of third-party
cybersecurity solutions to ensure that input is not
malicious. The question is whether you know who
these cybersecurity vendors are and what they
actually do with your data. Data protection
agreements with Al vendors rarely provide a lot of
details on these technical but essential matters,
usually briefly saying something about data-sharing
with third parties to the extent provided or
permitted by law. While defending their own
intellectual property and preventing data breaches
is the inalienable right and even duty of Al

companies, this should not be done at the expense of
your clients’ confidentiality. Of note, even large Al
vendors are embroiled in questionable data-sharing
practices,* evidencing that even a multi-billion-
dollar valuation tag on an Al vendor is not a quality
seal of transparent and ethical data use practices.

Needless to say that when you upload your legal
brief, expert witness report, or M&A contract to be
checked by a freely available chatbot, it is likely that
all the content will be permanently kept and later
exploited for Al training and other, even less
obvious, but riskier, purposes. To make things
worse, smaller Al vendors actively create so-called
data-sharing pools. By continually submitting their
(your) training data to the pool, participants become
eligible to receive some or even all data from the
pool submitted by other participants. In that case,
once your most sensitive data ends up in such a
pool, it will be dispersed across the internet without
the technical possibility to ever delete it or even to
find traces of who has access to it.

The third risk derives from the mixture of Al with
the Internet of Things (IoT), smart objects, and
mobile devices. In recent years, all sorts of gadgets
have become omnipresent in our homes, streets, and
offices.® The problem is that most of the wearable and
other objects send your personal and other datato a
cloud for storage and processing. Being a treasure
trove for Al vendors, your personal data from IoT and
other smart devices is frequently shared or sold to
them with a tiny notice buried somewhere in the
middle of an IoT manufacturer’s privacy policy.

This extract from the article ‘Protection of client data in the era of AT’ by Dr Ilia Kolochenko, is from the July
2026 edition of Modern Lawyer, published by Globe Law and Business.

To subscribe go to: www.globelawandbusiness.com/journals/Modern-Lawyer-Journal
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